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ABSTRACT

We report on a qualitative study of the user experience of
cloud-based information work. We characterize the
information work practices and challenges that exist largely
at the different intersections of three constructs—cloud-
based services, collaborations, and digital identifiers. We
also demonstrate how the misalignment of these three
constructs is experienced as a “losing battle” that has led to
miscommunication among collaborators, the abandonment
of cloud-based services, and the irreparable blurring of
digital identities.
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INTRODUCTION
When I try to wrap my head around all of my different
virtual documents.... It kind of makes my head hurt to
think about it (“Rebecca”/F2").

]

One participant in this research, “Rebecca,” carries out a
great deal of her work using cloud-based services. She
participates in numerous collaborations, with both family
members and work colleagues, using both Google Docs and
Dropbox. She also manages four different email accounts,
which she tries to use very distinctly to correspond with
different audiences: a university email account for official
correspondence with students, a departmental email for
other work-related communication, a Yahoo email for
commercial interactions, and a personal Gmail address for
everything else. Nevertheless, information from different
collaborations, work-related and otherwise, have all become
aggregated under a single account of a cloud-based service.
Many work colleagues, for example, have her personal
Gmail address just so they can collaborate with her in
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Google Docs. But this also means that when she opens
Google Docs in work meetings, her personal documents are
intermingled with her work documents and the distinctions
that she was trying to maintain between audiences using
email are blurred:
I would love to keep my documents and files more
separate, but they’re just a disaster.... If I try to pull
up my Google Docs in front of students or whatever
and the top thing may be, I don’t know, our mortgage
repayment doc where I'm tracking that stuff or
whatever because [my husband] happened to be
looking at it and now it’s a whole thing. So that’s kind
of frustrating (“Rebecca”/F2).

As an increasing number of activities move into the cloud,
this scenario may become even more commonplace. A
2010 Pew/Internet survey of technology experts suggested
that by 2020, most people could be expected to have
transitioned (if they had not done so already) to working
primarily via cloud-based services instead of using local
desktop applications [1]. Indeed, work is already
increasingly being carried out in the cloud, where
information is backed up and archived, uploaded so it can
be accessed from multiple devices and by multiple
collaborators, and transformed synchronously and
asynchronously by collaborators using applications that are
also hosted in the cloud.

But to talk about information work in “the cloud” is also
fundamentally misleading, because there isn’t just one
cloud. There are many, each owned, generally speaking, by
a different company—Google’s Docs or Drive, Amazon’s
Cloud Drive, Apple’s iCloud, Microsoft’s SkyDrive—many
of which also provide the email addresses and other digital
identifiers that individuals use to organize different facets
of their lives online. So carrying out information work in
the cloud isn’t simply a matter of overcoming the already
significant hurdles of information management and
collaboration in an increasingly fragmented space; it is also
a matter of figuring out how to work with and around the
accounts associated with these cloud-based services—
accounts that tie information and collaborative working

' We refer anonymously to participants in this research.
Faculty are denoted by Fr; graduate students, by Gn.



relationships to some facet of one’s digital identity via
digital identifiers.

In this paper, we report on a qualitative study of the user
experience of cloud-based information work, examining the
following exploratory research question: What challenges
emerge as more and more information work is carried out
across an ecosystem of cloud-based services? We
characterize the information work practices and challenges
that exist largely at the different intersections of three
constructs—cloud-based services, collaborations, and
digital identifiers. Finally, we demonstrate how the
misalignment of these three constructs is experienced as a
“losing battle” that has led to miscommunication among
collaborators, the abandonment of cloud-based services,
and the irreparable blurring of digital identities.

RELATED WORK

The User Experience of Cloud Computing

Most research in the area of cloud computing has focused
on improving the underlying infrastructure to support a
diversity of types of services (e.g., [2]). Various forms of
infrastructure, then, provide different constituent services
(often owned by companies with different vested interests)
that, together, help to define the capabilities, limitations,
information use policies, and degree of interoperability
among the more familiar, user-facing applications that
people typically think of when talking about the cloud (e.g.,
DropBox or Google Docs).

Marshall and Tang’s study of the user experience of this
deep and complex stack of cloud-based services suggests
that users have constructed a variety of mental models but
that these models primarily (if not exclusively) relate to the
way that cloud-based services are encapsulated as web-
based applications [17]. Marshall and Tang identified five
distinct conceptual models that users have of cloud-based
services, varying in their degree of sophistication from the
relatively simplistic model of a personal cloud repository to
the more complex synchronization mechanism supporting
replicated collaboration. At best, users who maintain less
sophisticated conceptual models are unable to take full
advantage of cloud-based services; at worst, these users
suffer from misconceptions that lead to breakdowns in
collaboration or the loss of information.

Additionally, Marshall and Tang found that a
preponderance of their participants used multiple cloud-
based services [17]. Our research builds on this finding, in
particular, examining the challenges that emerge as people
try to juggle the use of multiple services in a growing
cloud-based sociotechnical ecosystem.

Information Management in the Cloud

Marshall and Tang’s conceptual models suggest that cloud-
based services are used for both personal and group
information management [17]. Differences in the
sophistication of these models influence whether
individuals and groups use cloud storage more for file

transfer (e.g., in lieu of using email attachments) or as a
more dynamic, synchronized work environment.

Neither the personal nor group information management
literature has set its unit of analysis on “the cloud,” in a
broad sense. Both (overlapping) bodies of research typically
explore information management in the context of
individual media, some of which are hosted in the cloud—
particularly in the group information management literature
[8, 16]. One particularly relevant thread of group
information management research has explored file sharing,
both through public venues like Facebook [9] and through
private or enterprise file sharing services (e.g., [3, 19, 20,
21]). One recurring tension exposed by this research has
been the extent to which members of groups have different
organizational schemes, management strategies, and
naming conventions. Researchers have posited different
information management ‘personality types’ that seem to
exist (e.g., savers and deleters), helping to explain some of
the additional coordination overhead required within
collaborative groups (e.g., [3]).

We extend this body of research by examining information
work practices across the ecology of systems and services
that individuals use when collaborating with a wide range
of friends, family, and colleagues. Taking a view that
extends across multiple systems and potentially involves
multiple digital identifiers also allows us to draw insights
about additional information management ‘personality
types’—segregators and aggregators.

Digital Identifiers

People have multifaceted identities (e.g., [4, 14]) and take
on multiple roles in their lives (e.g., [11]). The multifaceted
nature of identity also holds true in the digital world and
manifests itself through practices that rely on both
segmentation and aggregation.

In some instances, individuals segment their digital identity,
creating multiple digital identifiers—strings such as email
addresses or usernames that are unique for a particular
domain—and use them in ways that align with different
roles or facets of their identities (e.g., having both
professional and personal email, instant messaging or social
media accounts) [12, 13, 23, 24]. This multiplicity of
identifiers also supports a more explicitly segmented
presentation of self, for example, through the use of a
prestigious alumni email address or through the use of an
anonymous Twitter account that allows an individual to
discuss personal political opinions without attributing those
opinions to his professional persona [12, 23].

In other instances, individuals cannot or choose not to
segment their identity across multiple digital identifiers,
managing a more aggregated presentation of self for
multiple audiences, such as when posting for both friends
and colleagues on Facebook [6, 15, 22] or blogs [7]. When
individuals manage a more aggregated presentation of self
across diverse audiences, research has found that some



users limit the amount of information that they disclose [6,
15, 22]. Stutzman notes that in the context of social media
that relies on peer production, this withholding of content is
highly problematic [23]. Somewhat ironically, it is often
sites like these that constrain individuals into aggregating
their identity online. Farnham and Churchill argue that a
required aggregation of digital identity is a “problematic
trend” that runs counter both to social science research and
to the extended reach of social media, which now pulls
from diverse audiences across many sectors of society [9].

Notably, strategies for managing a multifaceted identity
through segmentation and aggregation are not wholly
distinct and may be better understood as endpoints of a
continuum [23]. For example, someone who maintains
multiple Twitter accounts to segment tweets topically may
publicize her ownership of the multiple accounts and may
create explicit links between them by retweeting content.

Most human-centered research related to digital identifiers
has focused on their relationship to communication services
[12, 13, 23]. This emphasis makes a good deal of sense
since a 2006 study affirmed that digital identifiers
associated with communication services were valued most
because the costs for switching were highest [18]. With the
increasing prevalence of cloud services, what happens when
identifiers are linked not just to communication services but
to information management services, as well-—supporting
or thwarting both personal information management and
collaboration?

METHOD AND RESEARCH CONTEXT

We conducted semi-structured interviews with 24
individuals about their cloud-based information work.
Participants included faculty and graduate students at a
university in the United States that was in the process of
adopting Google Apps for Education. The Google Apps
rollout provided a timely inflection point for participants to
reflect very concretely on a migration decision that stood to
impact not merely their digital identity and communication
practices (“Should I migrate my university email to a
university-branded Gmail account?”) but also their
information management practices (“Do I want to have a
Google Apps account associated with my university email
address?”’). We used the occasion strategically to ground
our interviews about cloud-based information work and the
relationship between digital identifiers and cloud-based
information management practices.

At the university where our study took place, most faculty
members and graduate students were given the option of
migrating their university email accounts to university-
branded Gmail>. With the migration of their email, these

? Individuals associated with some schools, such as the
School of Medicine, were ineligible due to strict
confidentiality requirements that were not supported by the
University’s contract with Google.

individuals would also gain access to Google Apps for
Education—including Docs, Sites, and Talk—from their
university Gmail accounts.

Participants

We interviewed 15 faculty members (5 assistant, 5
associate, and 5 full professors) and 9 graduate students.
Participants represented 10 of the 14 schools on campus
and included 11 females and 13 males.

Participation in the Google Apps rollout was not a
prerequisite for participation in the study; in fact, none of
the faculty and only 3 of the graduate students interviewed
had actually migrated their accounts to the university-
branded Gmail account. Instead, most participants opted to
manage separate university email and Gmail accounts.

Because we wanted to understand the factors that
individuals actively considered when deciding whether or
not to migrate their email accounts, we did not interview
other populations at the university who had less autonomy
in deciding what technologies to use. Many of the
undergraduate students at this university, for example, were
migrated to university-branded Gmail automatically.

Because we elected to interview members of an academic
community, our findings may not generalize across all
populations. The autonomy of decision-making and the
flexibility in adoption afforded to our participants (in
contrast to a prescriptive and/or firewalled corporate
environment, for example) may provide a greater number of
opportunities to blur boundaries among digital identifiers.
Additionally, the challenges to work-life balance often
experienced by academics may also lead participants to
adopt more extreme measures in negotiating those
boundaries. Overall, however, we believe that because of
the flexibility that academics have in choosing if and how
to juggle various permutations of collaborations, cloud
services, and identifiers, our data is likely to show more
breadth and/or a superset of practices than we would be
likely to see in other populations.

Data Collection

We conducted semi-structured interviews, asking
participants whether they had chosen to migrate their
university email to university-branded Gmail and to reflect
on both the communication and information management
implications of that decision. We also asked participants to
describe each of the digital identifiers that they used for
information management and what they used each identifier
for. Finally, we asked participants to describe any cloud-
based information management activities in which they
engaged and, where applicable, to which digital identifier
this information management was tied. In response to
themes that emerged during the first few interviews, we
extended our interview protocol to ask subsequent
participants to describe any strategies they might have for
either aggregating or segmenting information and
communication across their various accounts. We



interleaved data collection and analysis throughout the
research and stopped collecting data once we had achieved
data saturation across our participant population.

Data Analysis

We audio recorded and transcribed each interview for
inductive analysis [5]. Our first phase of data analysis
called our attention to the varied practices of segmentation
and aggregation in the management of both identity and
information as well as to a range of challenges associated
with personal information management and collaboration
practices. Our second phase of data analysis helped us to
understand the relationship among these themes and the
importance of alignment among them.

RESULTS

We identified three primary constructs that shape the user

experience of information management in the cloud:

1.Individuals often maintain multiple digital identifiers,
each associated with a different facet of one’s real-world
identity;

2.Individuals frequently use multiple different cloud-based
services, each with different affordances for personal and
group information management; and

3.Individuals  participate in multiple different
collaborations, each with different work practices.

The relationships among these constructs are key to
understanding information management in the cloud
(Figure 1). Different digital identifiers are often associated
with or are able to access the features and functionality of
different cloud-based services; different digital identifiers
are also sometimes associated with different accounts in the
same cloud-based service. Different collaborations
frequently make use of different cloud-based services. And
many individuals selectively associate particular digital
identifiers with particular collaborations in order to help
manage the complexity of information work.

In the remainder of this section, we characterize the
relationships among these constructs and describe some of
the challenges of carrying out information work in the
cloud. Throughout, our analysis highlights the significant
influence of practices related to both the aggregation and
segmentation of both identity and information.

Digital Identifiers + Collaborations

All but one participant in this research segmented his or her
digital identity to some degree. Participants described
having an average of 5 different email accounts, a number
that is in line with averages found in previous research [13],
although the degree of segmentation varied from 1 to 10
accounts. A majority of participants also managed at least
one social media account, although not all social media
accounts (e.g., Google+) were associated with additional
digital identifiers.

Participants most commonly distinguished among work
identifiers for professional information and communication,

Different

cloud-based services

have different affordances

Different collaborations
make use of different
cloud-based services

Different digital identifiers
are associated with different accounts
on cloud-based services

. . Different
digital identifiers
reflect different facets of
individuals’ identities

Different

collaborations

have different work practices

Different digital identifiers
are associated with
different collaborations

Figure 1. The intersections of three constructs that shape the
user experience of information management in the cloud.

personal identifiers for use with friends and family, and
another identifier for use with commercial organizations
(often referred to as their “spam” account). A majority of
participants also managed identifiers that represented one or
more historical affiliations with organizations (e.g., a
university they attended previously); they maintained these
identifiers so that people who knew them during a
particular phase of their lives would still be able to get in
contact with them and so that they could continue to receive
information from organizational mailing lists.

Critically, then, individuals typically segmented their digital
identity for different audiences, but at a much coarser
granularity than for particular collaborations. Individuals
participated in many more collaborations than they had
identifiers and typically managed multiple collaborations
under the auspices of a single, audience-focused digital
identity. Over time, the diversity of these collaborations and
the ever-increasing number of files associated with them
made information management in the cloud challenging:
“Opening my Google Docs now is a little bit upsetting.
There’s just too much in there” (F2).

Motivations for Aggregating and Segmenting
When participants described practices of aggregation, they
often cited the ease of having everything in one place as a
primary motivating factor:
I like to have everything in one place, and that’s why [
don’t have separate accounts for personal and my
work.... It’s kind of a waste of time for me to switch
back and forth, checking emails (G3).

It just feels a little safer to have everything... in one
place where I’'m not going to forget to look at it;
where I’m not going to be confused in any way; where
it’s just... all easily accessible (G6).

Participants described a greater diversity of motivations for
segmenting their information. One graduate student (G8),
for example, managed four different digital identifiers that
were each associated with a different Google Docs account;
two of those Google Docs accounts were also associated
with different university email addresses. She preferred to



segment her information to avoid confusion between

similar files created in different contexts:
I prefer that way because I guess I like to keep things
separate, so that it doesn’t confuse me. And then
different institutions... I want to keep them separate,
too, so that a class that I have been taking with a
similar name would not confuse me from another
institution (G8).

Another participant reported segmenting information in

email so that he could apply different information

management practices to different accounts:
My [personal] Gmail account, I don’t clean up on a
regular basis. It just keeps growing and growing. I
delete a few, but I mainly just leave—let stuff
accumulate there. But on my [university] one I like to
keep it really clean, so I have subfolders, and I put
stuff into subfolders, and I like to keep my main inbox
as short as possible, so that I’'m—I like to be most
responsive to work-related email, so I want to know
exactly what’s going on... (F12).

Other participants reported additional motivations similar to
those reported in previous research such as wanting to
segment incoming email to minimize work interruptions
when at home and vice versa (see also [12, 13]).

Variance in Aggregation and Segmentation Practices

In contrast to previous research, however, individuals’
practices did not vary simply along a spectrum between
segmentation and aggregation. The same individual
sometimes varied his or her segmentation and aggregation
practices by identifier, information type, and/or device type
as these practices were sometimes fundamentally
influenced by the affordances of the cloud.

Most participants aggregated a subset of their identifiers
and kept a different subset of identifiers segmented.
Participants would often describe two of their identifiers as
“primary,” indicating a primary work and primary personal
email address. Often, these two email addresses were
aggregated, either in a single mail reader or by forwarding
one to the other. Other identifiers, such as email addresses
used for commercial communication and email addresses
affiliated with alumni institutions or specific projects were
often kept separate.

A few participants varied in their tendency to aggregate or
segment based on information type. Email, in a few cases,
was managed differently than documents, with incoming
email, for example, aggregated across identifiers, while
documents were segmented:
What happens with the mail is that it’s a constant flow
of information... It doesn’t really matter where it’s
coming from. And because it’s a constant feed... the
distinction really doesn’t make any difference to me.
The documents, on the other hand... they don’t
change that much, and I guess they were a little more
manageable. But then, if you mix them up—I

somehow feel it’s much more difficult for me to
manage the documents, especially differentiating
between my work-related documents and my personal
documents (G4).

Additionally, participants varied in their information
management practices by device type. Most commonly,
participants aggregated information for access on laptop
and desktop machines while segmenting information on
handheld devices. This strategy tended to help participants
be more responsive to a subset of the information that they
received while mobile:
When I’'m on my laptop I can monitor all of them,
but... I really only monitor the [departmental email
account] on my mobile.... That’s one of the reasons
why I’'m worried about the segregation is because I
want people to send me stuff that’s important that I get
to within four hours to the right email address that I
know to monitor (F3).

The “Losing Battle” of Segmentation
Regardless of whether their practices reflected strategies of
aggregation and/or segmentation, participants often
characterized segmentation as being a losing battle,
explaining that aggregation was sometimes a pragmatic
response to the difficulty of trying to segment information
and maintain segmentation over time:
I’ve surrendered. Given up. There’s no sense in trying
to separate these worlds.... You know, it’s a losing
battle. There are just way too many emails to keep up
with all of them.... So, I’ve just kind of surrendered,
and I don’t—I"m not bothered when things cross the
boundary anymore (F9).

I like to separate work and personal stuff. But the
reality is, the moment you go into Dropbox, you can’t
do that very easily anymore.... Everything that I do is
in Dropbox. Every single thing. Right? And it syncs
with my home computers and my work computers.
And so, all of a sudden I've lost the ability to separate
files. But that’s the reality of the solution. Now,
technically, I guess I could spend a lot of time
separating folders out. But it’s just easier to have
everything in one place (F11).

Some part of me that has some sense of some ideal
would like to separate things. But I clearly don’t have
a penchant for it. It’s more about in the moment of I’'m
lazy; I’'m busy; I don’t want to go one extra place; I'm
not going to bother with separating things (F1).

One participant had recently created a new work email
address in an effort to re-segment her work email from her
personal email, but this attempt was deemed mostly
unsuccessful and suggests just how difficult the process of
re-segmenting digital identity may be:
So, I had this idea that [setting up an additional work
email] was going to help me separate those things a
little bit.... Of course, since I’ve been using my Gmail



address for work stuff for years, I still get all those
emails there. And so, now they’re in two places
instead of one. So, I’'m not sure it’s done me any good
atall.... I could, I guess, set up a different address that
I use for personal stuff, because I could probably
convince those people to use it. But that seems like a
pain in the ass (G2).

Digital Identifiers + Cloud-Based Services
Individuals associated different digital identifiers with
different cloud-based services. In some instances,
individuals used different digital identifiers to create
multiple accounts on the same cloud-based service in order
to more explicitly segment their information.

Information Aggregation and the Blurring of Digital Identities
For almost all participants in this study, the primary
consideration in deciding what digital identifier should be
associated with information in the cloud was the perceived
longevity of the digital identifier—not the identifier
associated with or known to the most relevant collaborators.
Participants wanted to ensure that they would always have
access to their information:
And then my other issue with [the university email],
that’s preventing me from using this before, is that...
I’'m going to lose [it] when I leave here.... It also
makes me not want to use that one for anything where
I’'m going to be potentially wanting to still
communicate with this person after I leave [this
university]. Because I don’t want them to then not be
able to get in touch with me (G2).

I wish in Google Docs I could have everything in one
account. And I wish in Google+ I could have
everything in one account, too. But the administration
of the accounts is different and that makes it a
problem because if for some reason I stop paying for
my family email account, then I lose everything that’s
associated with the family account. So it’s not just an
issue of the information that’s associated with the
account, it’s the administration of that account, too. So
if T think about stuff that I want available longer than
maybe my employment at the university, I’ve got to
make sure that’s in the account that’s administered
differently (F3).

I guess I trust [this university] is not going to go out of
business. At least not for 20 years when I die. So I
figure that if 1 stick with this I'm sticking with
something that I know is going to be around. Google
appears to be doing really, really well, but I have no
idea. And what if they went bankrupt tomorrow?
What would happen? (F4).

Whether participants banked on their relationship with the
university or another organization providing digital
identifiers, the end result was almost always the same:
information that would typically be associated with one
digital identifier was managed under an account associated

with another digital identifier with greater perceived
longevity, blurring the distinctions between facets of
identity that the identifiers were originally trying to
manage. Most graduate students and many pre-tenure
faculty members, for example, managed work information
under a personal digital identifier because they wanted to
ensure that they would still have access to the information
when or if they left the university and lost access to their
university-based identifier.

A similar blurring was also caused by the adoption of
cloud-based services that were owned by companies who
provided digital identifiers previously appropriated for use
with a different facet of one’s identity. Most participants
managed multiple email addresses including, for example, a
university email address that they used for work-related
communication and a Gmail address that they used for
personal communication. When those individuals wanted to
use Google Apps for work collaborations, however, they
typically used the Gmail address that they had only wanted
to use for personal reasons. This blurring caused some
frustration when both work and personal documents were
visible in work meetings, for example.

Blurring across digital identities also occurred when
participants received emails at an email address that was
primarily used for other purposes (e.g., receiving an email
about work at a personal account or vice versa). Problems
ranged from the minor sense that receiving the email at the
“wrong place” was “jarring” (F5) to miscommunication
among colleagues caused by information that was missing
from the signature of a work email because the response
defaulted to being sent from the personal email address at
which it was received (G6). Participants reported additional
problems related to the different timescales at which they
checked various email accounts and the responsiveness that
they wanted to project through some of their digital
identifiers:
Sometimes people will send me an email to the wrong
email address and I actually notice that. So someone
from my startup world will send me an email to my
commercial family Gmail and I really noticed that.
That sort of... makes me uncomfortable because I feel
like in their address book I'm fracturing. And that
makes me nervous... because I’ve had this experience
of having four email addresses for someone and not
knowing how they’ve structured their life and so not
sure which one they monitor and which one’s the one
that they never check and that sort of thing. So I get
concerned.... I want them to be sending to the
semantically correct one so that if I go on vacation and
I make sure I’'m monitoring the work email, I’'m
actually monitoring work email (F3).

Identity Segmentation and the Fragmentation of Digital
Information

When individuals were able to segment their digital
information across accounts associated with different



identifiers, the end result was that their information was
fragmented across a greater number of services. In some
instances, this fragmentation was viewed positively. One
graduate student (G8), for example, explained that her
highly fragmented information helped her avoid confusion
among similar information generated in different contexts.
In other instances, this fragmentation was problematic and
resulted, instead, in confusion over which of the numerous
accounts contained the information one was looking for and
in problems related to redundancy across accounts. One
faculty member (F3), for example, described 7 different
Gmail addresses that he managed, most of which were also
associated with Google Docs accounts and two of which
were associated with Google+:
I log in with both my family [Gmail] and my
conference [Gmail] in Google Docs. And that’s a
mess, too, because I have no way of really thinking
about what I do in one and what I do in the other. So I
will often find that I can’t remember where the Doc is
I’'m looking for and I have to go look in both of
them.... The family Gmail, I do Google+. The
conference email, I do Google+. And that’s become a
mess because now some people are friends on one and
not the other and it’s outside of the whole circle
infrastructure, so that’s just a disaster.... There are
duplicates. There are overlaps.... And I tried to think
“how do I want to manage this?” and I just don’t have
enough time in my life to manage it. So I was just like
I give up on Google+ (F3).

The confusion about what digital identifier is associated
with any given piece of information in the cloud may also
be caused, in part, by the influence of browser cookies. One
graduate student (G2) noted an instance in which a
professor shared a Google Doc with her university-branded
Gmail address. At the time she clicked on the link in the
invitation email, however, she was logged into her personal
Gmail account, and the shared document ended up being
associated with her personal Google Docs account, instead.

Cloud-Based Services + Collaborations

Information work in the cloud was also influenced by one’s
collaborations, where external influences over information
management were the most significant challenge for many
participants.

Cloud-based services differ in the degree to which they
integrate into the desktop computing environment, that is,
the degree to which they rely on local applications for file
editing and management (e.g., Dropbox) versus offering a
web-based document-editing experience where both tools
and documents are part of the cloud (e.g., Google Docs).
These different models of cloud-based services also provide
different kinds of visibility about the work of collaborators.
Participants found both models to be challenging—one
providing too much visibility about collaborations and the
other, not enough. Many participants, for example, were
frustrated by the web-based working environment provided

by Google Docs, in which any update by any collaborator

influenced one’s view of the virtual filesystem:
When I open up my Google Docs, it’s the exact
opposite of what I want when I open a work
environment. It’s not controlled by me. It’s controlled
by whoever most recently shared stuff with me.... I
want to open my work environment and see what’s
important and critical for my day—what I’ve set out
to be the work that I want to focus on (F10).

Other participants were equally frustrated by the lack of
visibility of collaborators’ activities, particularly during
synchronous work in Dropbox, which has maintained the
metaphor used in the operating system’s filesystem—
hierarchical files and folders—while adding collaborative
capabilities:

We get a lot of change conflicts on Dropbox when

we’re editing things at the same time (G2).

Yet, cloud-based services afford a variety of compelling
models for collaboration [17], and nearly all participants
used at least one form of cloud-based service for
collaborative work.

Choosing Cloud-Based Collaboration Technologies
Cloud-based services were not always selected based on the
features and functionality of the service. Often, they were
selected because a critical mass of collaborators had access
to or knew how to use a particular service: “I think it
depends on... What do people have already? What are the
current stuff that they have access to and they know how to
use?” (G1).

If not all collaborators used a particular cloud-based
service, had a digital identifier to give them access to a
cloud-based service, or if the “wrong” digital identifier was
connected to that cloud-based service, then the work of the
collaboration could fragment across multiple media. This
fragmentation could result in some combination of data
redundancy and inconsistency. One participant described a
collaborative ride-sharing activity that was coordinated
primarily over email until one colleague created a shared
Google Doc:

But then, a bunch of people, because that invite went
out to whatever email address people had used to sign
up for the retreat, because they just replied to all....
So, a bunch of people were all like, “I can’t log in
because I don’t have—this is not a Gmail account that
you invited me with. Blah-blah-blah.” So, anyway,
[the Google Doc is] partly being used, and it’s partly,
there are still emails going around (G2).

Aggregating Information Across Multiple Collaborations

Participants—particularly those who aggregated
information under a single digital identifie—found
themselves, over time, with documents from an intractable
number of collaborative activities managed under a single
digital identifier. The negative experience of Google Docs’
dynamic feed view was amplified when documents



reappeared at the top of the feed from collaborative
activities that had long ago been set aside:
Something that I haven’t looked at in two years,
suddenly someone else is doing something with it and
it pops up to the top and I can’t figure things out....
There’s too many people doing too many different
things (F2).

Additionally, different collaborations had different practices
with respect to the pace of document creation and editing,
so collaborations that involved larger numbers of
documents or more a more bursty pace of editing
monopolized the dynamic feed and served to mask work
taking pace in other, potentially more relevant
collaborations:
So the undergrads have shared their set of [project]
documents with me and they’re creating hundreds of
documents every day because they’re wacky. And it
completely blots out everything that I feel like I need
to be accountable for.... But it’s really just a
disaster.... You need some other system to remind
yourself that you’re working on a document because
you can’t just turn on Google Docs and be like, oh
that’s right, I’'m working on this because there’s just a
ton of documents there (F3).

Different collaborators also frequently maintained different
naming and organizational schemes for their information.
Other researchers have suggested that this group
information management challenge is largely due to
differing granularities among collaborators’ mental models
of collaborative activities [25]. When the granularities of
those mental models diverge, participants reported
frustrations with cloud-based information management.
Those frustrations were magnified when participants were
trying to manage information across multiple collaborative
activities under the auspices of a single digital identifier:
And Google Docs is a wreck for me. It’s kind of a
nightmare.... [Students will] send something that’s
like [conference] paper and I’'m like, great, there’s five
of you sending me a Google Doc called [conference]
paper. And Google doesn’t have a very nice way of
adjusting that for me. And it’s not clear who sent it to
me (F2).

Digital Identifiers + Cloud-Based Services + Collaborations
The relationship among all three constructs is more
complex than that between any two of those constructs.
Each construct interacts with the other constructs, and
tensions or breakdowns where two constructs intersect
seem to increase the likelihood that tensions or breakdowns
will emerge in relation to the third construct, as well.

For example, while the facet of one’s identity associated
with a digital identifier remained relatively constant, the
cloud-based services associated with that digital identifier
sometimes changed depending on which companies
collaborated with or were bought out by the company that

provided the digital identifier. But as these cloud-based
services came and went, they matched more or less well
with the needs of the group of collaborators that
participants associated with that facet of their digital
identity. When these services, instead, matched with the
needs of collaborators that had been associated with another
digital identifier, tensions emerged throughout the
sociotechnical system.

One concrete instance of this phenomenon was reported by
multiple participants who all had digital identifiers provided
by Yahoo that were associated with their commercial
activities (typically referred to as “spam” identifiers). These
participants also reported using cloud-based services like
Evite or Evernote and being prompted to register for them
using their Yahoo email addresses. These participants
reported that their Yahoo “spam” email address ended up
being shared with work collaborators in conjunction with
work coordinated via either Evite or Evernote. As a result,
they all received notifications about work to their “spam”
email address and had ended up missing many of those
notifications because they were sent to an email address
that they never checked:
And then I have a Yahoo email address that I use for
spam. The weird thing about that has been I also use it
for things like it’s associated with my Evernote
account or it’s associated with those kinds of things.
Which has only become a problem recently because a
couple of students have started keeping research
notebooks in Evernote and they want to share them
with me. And so then I have to be like, okay, well—
what they first do is they try to share it with my
[departmental] account and then it doesn’t link up.
And so I have to be like, no, share it with Yahoo....
So then, now this email account that was all spam and
crap, sometimes I get real stuff in there, which is kind
of annoying because I have to go find it. And I don’t
really know how to deal with that... (F2).

THE (MIS-)ALIGNMENT OF DIGITAL IDENTIFIERS,
CLOUD-BASED SERVICES, AND COLLABORATIONS
When the particular digital identifier that one wants to use
with a particular group of collaborators also enables that
individual to access the cloud-based services that the
collaborators have decided should be used to support their
work, then participants generally reported that the
collaboration and their information management proceeded
smoothly. However, when these constructs do not align,
participants reported a variety of breakdowns:

* When participants reported choosing a cloud-based
service to match the needs of their collaboration but not
all colleagues had digital identifiers that gave them
access, the work fragmented across multiple media.

* When participants’ digital identifiers with access to a
particular cloud-based service were not the same digital
identifiers that they preferred to use with particular
collaborations, those participants experienced a blurring



of identity across identifiers. This blurring sometimes
caused collaborators to send email to participants at the
wrong email address, resulting in missed emails and
miscommunication; at other times, this blurring caused
embarrassment when work colleagues glimpsed personal
information stored in cloud-based repositories.

* When collaborations successfully connected with the
preferred assortment of digital identifiers, but choose a
cloud-based service based on what those identifiers had
access to or what individual collaborators had experience
with rather than choosing a service based on the match
between its affordances and the nature of the
collaborative work, then participants experienced editing
conflicts or challenges managing files and maintaining an
awareness of what work one was accountable for in the
collaboration.

Once participants experienced misalignment among digital
identifiers, cloud-based services, and/or collaborations, they
reported that setting things straight again was often difficult
and sometimes intractable. Once information that was most
relevant to one facet of a participant’s identity was stored in
a cloud-based service linked to the digital identifier
associated with a different facet of that participant’s
identity, those accounts became blurred from that point
forward. In those cases, some participants reported being
unsure about where to find information, while others
reported giving up on the accounts or the cloud-based
service altogether. Once collaborators had gained access to
a participant’s “wrong” digital identifier because of the
shared use of a particular cloud-based service, from that
point forward, those collaborators had multiple email
addresses for the participant and were no longer guaranteed
to send email to them at the “correct” address, making it
difficult for the participant to know that they were always
receiving or being appropriately responsive to those
collaborators’ emails.

Some aggregators expressed a desire to be more segmented
in their information management, but felt that it was either
too late—the blurring among identities had already
happened and it was a losing battle to try and get them back
again—or that it would just be too much work to manage
additional identifiers. Some aggregators, then, were
aggregators because they wanted to be. Other aggregators
started off as segmenters, would have preferred to be
segmenters, but found the challenges associated with
managing multiple identifiers in a world that is moving
increasingly into the cloud to be just too intractable.

Participants who had resolved these challenges to their
satisfaction generally did so by employing one of two
strategies: (1) they segmented digital identifiers,
information, and collaborations in such an extreme way that
it prevented bleeding in the first place, or (2) they
aggregated most of their digital identifiers, information, and
collaborations so that they aligned by default.

Extreme segmenters seemed to have resolved these
challenges by segmenting more rigidly and/or to an even
greater extent. One faculty member (F10), for example,
used five different accounts for five different cloud-based
services to manage each of his different collaborations. One
graduate student (GS8) created four different Gmail
accounts, some of which were created solely to mirror other
university email accounts. Each of these accounts
represented a different facet of her identity, and each was
associated with a unique Google Docs account that
contained a distinct set of files, shared with a distinct set of
collaborators.

More extreme aggregators, in contrast, tended to have fewer
digital identifiers and fewer frustrations related to the
blurring of digital identities. Because they were dealing
with a greater diversity of information under the auspices of
a given identifier, however, their frustrations more typically
related to the management of that diversity of information.

Each potential resolution to the challenges of maintaining
alignment among digital identifiers, information, and
collaborations has its own tradeoffs. Maintaining a greater
number of digital identifiers requires more work managing
their separation and more work remembering what
information is stored under the accounts associated with
each digital identifier. However, this approach requires less
work in managing the information stored under the auspices
of each identifier and less complicated facework, as one
doesn’t have to contend with interacting with multiple
audiences from a single identifier. Maintaining a more
aggregated digital identity requires less work managing the
identifiers and less work remembering what information is
stored under the account for which particular identifier.
However, aggregation does require more work to contend
with the proliferation of information all managed under a
single identifier.

CONCLUSION

In this study of information management carried out across
an ecosystem of cloud-based services, we have made the
following contributions:

* Our framework of the alignment and misalignment
among collaborations, digital identity, and cloud-based
services provides significant explanatory power about the
breakdowns in cloud-based information work. We also
contribute a descriptive account of specific breakdowns
at each intersection of the three constructs that can be
used to improve the design of cloud-based services.

* We found that the ‘personality types’ of aggregators and
segregators applies not just to the management of
communication but to information management, as well.
Our research adds nuance to the applicability of these
‘personality types,” which often do not apply wholesale
to any one individual’s practices. Individuals often mix
and match practices of both aggregation and
segmentation and sometimes do so differentially across
identifiers, information type and/or device.



Most critically, then, as information management moves
increasingly into an ecosystem of cloud-based services, it is
imperative that the design of cloud-based services better
reflect the highly interdependent relationships between
information and identity.
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